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Introduction This guide helps users to know about the basics of the GBCS Validation Tool.

Table below shows the revision history of this user guide.

Version Date Description

14 January 2019 Updated Figure 3-9, 3-14, 3-16, 3-18, 3-24,
3-25, and 3-32in Chp. 3

Added License Activation and ITCH Device
section in Chp. 3

1.3 August 2018 Updated Connection and Test Case
Execution through Command Line sections in
Chp. 3
1.2 June 2018 Added Zigbee Packet Sniffer support
1.1 May 2018 Added Watcher section and update Fig 3.3
and 3.12in Chp. 3
1.0 March 2018 First Publication
How To Find e The Adobe Acrobat Find feature allows you to search the contents of a
. PDF file. Use Ctrl + F to open the Find dialog box. Use Shift + Ctrl + N
Information to open to the Go To Page dialog box.

e Bookmarks serve as an additional table of contents.
e Thumbnail icons, which provide miniature preview of each page,
provide a link to the pages.

*  Numerous links shown in Navy Blue color allow you to jump to related
information.
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How to Contact
SLS

Typographic

For the most up-to-date information about SLS products, go to the SLS
worldwide website at http://www.slscorp.com. For additional information
about SLS products, consult the source shown below.

Information Type E-mail

Product literature services, SLS support@slscorp.com
literature services, Non-technical
customer services, Technical
support.

The user guide uses the typographic conventions as shown below:

Conventions
Visual Cue Meaning
Bold Type with Initial Capital All headings and Sub headings Titles in a document are displayed in
letters bold type with initial capital letters; Example: Introduction, GVT Use-
cases.
Bold Type with Italic Letters All Definitions, Figure and Table Headings are displayed in ltalics.
Examples: Figure 1-1. An Architecture
Italic type Variable names are enclosed in angle brackets (< >) and shown in italic
type. Example: GVT.exe <Com Port> <Baud Rate> <TestCase
Path>
1., 2. Numbered /Alphabetic steps are used in a list of items, when the
) sequence of items is important, such as steps listed in procedure.
a).
. Different Bullets (Round/Square) are used in a list of items when the
- sequence of items is not important.
The hand points to special information that requires special attention
=
The caution sign indicates required information that needs special
consideration and understanding and should be read prior to starting or
EAUTION continuing with the procedure or process.
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Typographic Conventions

Visual Cue

Meaning

The feet direct you to more information on a particular topic.

The note point indicates the information that should be read
starting or continuing the procedure or processes.

prior to
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1. Introduction
SLS
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Overview GBCS Validation Tool (GVT) is an application, which is designed to validate
Great Britain Companion Specification (GBCS) for any Smart Meter
Devices.

GVT can be applicable for all the smart meter devices like GSME, ESME,
HCALCS or PPMID. Device manufacturers can send and receive GBCS
messages to identify any potential differences with their device specifications
compared to GBCS.

GVT also emulates Remote Parties such as Energy Suppliers along with
ACB. It validates CHF as well as Metering Devices conformance with
standard protocols.

High Level Figure 1-1. High Level Architecture
Architecture ,

GBCS Validation Tool (GVT)

GVT Tool GUI

\ S

l

/—-. GBCS Test Engine \

‘ Test Case Generation ‘

GBCS Library

GBCS Payload Generator
GBCS Payload Parser

Automated Test Execution GBCS Use-Case Scripts

Communication Interfaces

Security

S Configuration Scripts Trust Store
‘ Test Reports ‘ Key Stare

P /
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High Level Architecture

GVT has following major components:

GVT Tool GUI

GVT Tool has simple design and interactive GUI. It is useful to set-up
configuration of devices and its test-cases. It can generate a set of GBCS
messages with customized input values and can save those sets for reuse. It
also allows to configure Remote Party and Device Under Test (DUT)
credentials. At the end of the test, it will display the results of all test-cases
executed.

GBCS Library

GBCS library is a high-performance component that supports parameter
based payload generation for GBCS messages. Along with that, it supports
parsing of GBCS compliant responses received from participating devices.

It includes security credentials of Remote Parties and participating devices. It
is useful for them to sign the payloads and to verify encrypted/secured
responses received from devices. It supports both: Critical and Non-critical
messages as per the GBCS requirement.

Communication Interface Module

GVT supports different interfaces, which are Serial, TCP and UDP
communication. These are useful to communicate with different devices like,
CHF and Smart meters.

Test Report Generation

A comprehensive Test Report is generated upon completion of Test
execution. It covers all the necessary information for testing evidence. Along
with that, it includes all the logs (messages/commands exchanged between
DUT) in mannered format with PASS/FAIL information.

Reports will be generated in well-structured HTML format, which can also
be shared as Test evidence.

2
GVT User Guide
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2. GVT Use Cases
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GVT is useful with various combinations of Smart Metering devices. It has
capability to serve various groups of Smart Metering Implementation
Programme for verification of their respective device’s GBCS
implementation.

GVT is applicable for following groups of users:

B Energy Suppliers: They can test end to end scenarios and use TCH or
ITCH.

B Device Manufacturers: They can use serial/TCP/UDP connection
scenario to send GBCS messages to their devices and to validate its
responses.

m DCC:

e To test virtually in SIT/UIT and to gather evidence, they can use
TCH or ITCH.

¢ To generate test scenarios in the DCC Device Test Events (DCC
interop testing events)

e For “production proving”, where real Production Communications
Hubs are required to be tested in a limited scenario to show that the

Communications Hubs which come off the Production Line are
good quality and working as expected.

B Industry Test Schemes

System Level Solutions 3
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Here are some of the combinations which will serve various parties involved
in SMIP testing:

a) GVT communicating with CHF through LAN/WAN or Serial
Communication

e This combination can help Energy Suppliers to perform end to end

test scenarios without the need of DSP. Whereas, they can use TCH
or ITCH.

¢ Under this option, GVT can be used to send commands to CHF and
CHF which is joined with Metering devices on HAN will
forward those messages to respective end devices.

¢ End devices generate appropriate responses & alerts and it will send
back to CHF which are then received back by GVT. GVT will
validate them against expected responses as per GBCS
specifications and it will produce comprehensive Test Report. See
Figure 2-1. & Figure 2-2.

Figure 2-1. GVT Communicating with CHF through LAN/WAN

Ve
LAN / WAN
. % ELECTRIC METER GAS METER
i _*
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GVT Use Cases

Figure 2-2. GVT Communicating with CHF through Serial Communication
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b) GVT Communicating with Metering Devices through Serial
Communication

e Metering Device manufacturers can use this option to validate their
implementation of GBCS during their development phase, without
need of setting up complete test environment with CHF and ACB.
See Figure 2-3.

Figure 2-3. GVT Communicating with Metering Devices through Serial Communication
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—
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2 3. GVT Tool Overview
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System User must have the following minimum system requirements to successfully

. run GVT:
Requirements

B Operating System: Windows 7 or above
B RAM: 2 GB or higher recommended
®  .NET Framework: NET Framework Version 4.5

License To use the GVT tool, user needs to activate the license. On startup the
application, Registration window appear as shown in Figure 3-1. There are
Activation two methods to activate the license.
*  Online
e Offline

Figure 3-1. Registration

Registration n

You have not subscribed.

Registration key F7B0-D845-19AA-E4BD-BAD3-9147-B01B-5459
Current status UNSUBSCRIBED

Valid from (UTC) :

Valid to (UTC)

Remaining days

You can also request for license by sending Registration key, Name, Company Name
and Contact Number to gvt@slscorp.com.

Online License Activation

The online license activation allows user to activate the license online using
internet connectivity. To activate online, click on Online Request.

It displays an “Online Registration Request” window as shown in Figure 3-2.

System Level Solutions 6
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GVT Tool Overview

Figure 3-2. Online Request
v Online Registration Request

Name * E-Ma

Company Name Contact Number

Comment

Fill out the requested details and click on Request to submit.

The status bar displays the SLS license server connection status. The green
color indicates online and red color indicates offline. After submitting the
details, an acknowledgement e-mail sent on the registered e-mail ID. See
Figure 3-3.

Figure 3-3. Acknowledgement E-Mail

GBCS Validation Tool

Registration Request Acknowledgment

Thank you for your interest in GBCS Validation Tool.

We would like to inform you that we have successfully received your GVT license activation request for Registration Key F7B0-D845-19AA-
E4BD-BAD3-9147-B01B-5459. We will inform you once your license has been activated.

If you have any query you can contact us on gvt@slscorp.com.

This is an automatically generated message, please do not reply to this e-mail.

Copyright © 2018 System Level Solutions (1) Pvt. Ltd. All Rights Reserved.

On successful registration, an activation e-mail with license file sent to the
registered e-mail ID. See Figure 3-4.

System Level Solutions 7
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License Activation

Figure 3-4. Activation E-Mail

VGBCS Validation Tool

License Activated

Your license has been activated successfully.
Please use attached License file to activate GBCS Validation Tool off-line for Registration Key F7B0-D845-19AA-E4BD-BAD3-9147-B01B-5459
If you have any query you can contact us on gvt@slscorp.com.

This is an automatically generated e—mail, please do not reply to this e-mail.

Copyright © 2018 System Level Solutions (1) Pvt. Ltd. All Rights Reserved.

The license is activated online, now open the application to get started.
Offline License Activation

For offline license activation, drop an e-mail at gvt@slscorp.com with
registration key, name, company name, e-mail ID and contact number. On
successful receipt of the e-mail, an acknowledgement and activation e-mail
sent to the mentioned e-mail ID. Save the license file provided with activation
e-mail.

Click on Browse a license file. It will open file browser as shown in

Figure 3-6.
Figure 3-5. Offline Activation - Browse a License File
v Open
)] - 1 » ThisPC » Desktop b GVT_License v ¢ Search GVT_License p
Organize +  New folder = O @
‘¢ Favorites " Name B Date modified Type Size
Bl Desktop | B F780-D845-19AA-E4BD-BAD3-9147-B01B-5459_GBCS Val... 29-01-201903:56... License 4KB‘

& Downloads

=l Recent places

8 This PC
 Deskiop
| Documents

& Downloads

o Music
= Pictures v
File name: | F7B0-D845-19AA-E4BD-BAD3-9147-B01B-5459_GBCS Validation Toollic | License File (*.lic) w
8 System Level Solutions
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GVT Tool Overview

Select the license file and click Open to close the window. On successful
activation, it displays the information as per the license file. See Figure 3-6.

Figure 3-6. Launch the Application

Registration =

Registration key : F7B0-D845-19AA-E4BD-BAD3-9147-B01B-5459
Current status : SUBSCRIBED

Valid from (UTC) : 2019-01-29 08:17:25

Valid to (UTC) 2019-02-28 08:17:25

Remaining days : 30

You can also request for license by sending Registration key, Name, Company Name
and Contact Number to gvt@slscorp.com.

Click on Launch to get started with the application.

Log | n To login into an application, user needs to provide his/her System User-name
& Password (Windows Credentials).

Figure 3-7. Login

T Login 'Y
User Name

Domain\UserName

Password

Works pace After successful login, user needs to select a workspace path to store all test
cases and generated results. See Figure 3-8.

Selection

System Level Solutions 9
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Workspace

Workspace

Figure 3-8. Workspace Launcher

v Workspace Launcher

User : GVT

Workspace E\GVT\Testcases Browse Testcase path

{8 Use this as the default and do not ask again

The GVT Tool window is shown in Figure 3-9. The main window gives an

understanding about GVT Test environment which is used to setup Test

Configurations and to perform different test-cases.

Figure 3-9. GVT Tool Window

ada i Exportimport
Connection Edit Save Run Stop Delete Coagurstion (Generate Payload with
View S Given Parameters
v mm%e.Glcsv.‘.i.mlm wsl 1 Reset - x
. Z Duplicate ‘Add Delay RanmRclers; Negative i
TE /8 > Bl B crange visavie A Teatig INEEN ]
Run  Run Sequence Securiy 4 Colapsey  cy| I
[eeme o] = ' Y RepesitoryContrls
+ @AY »O O . C.
Z— " Ty O e Watcher new sbout
3 Consde '
Rl I EEED 4 SR1.2.1-ECSO1b - Set price on ESME iTarget ‘70FBE710001001F5 - ESME - 70F8E710001001F! ~ el Rl ] I
: _— Parser  Loggea
TestResilts 2019012114264 T S — B window  User
TestResults_20190121140440 i h
ssiftond > CLI-Device Specific CLI I5upplementary Remote Party: None - Input Parameters for
i - Selected Usocase
TestResults_20190121140411 > SR1.2.1-ECS01b - Set price on ESME 3 o
{command format . Hex ° o G
TestResults_20190121140351 > SR1.2.1-ECSO01b- Set price on ESME " —_—
TestResits_20190121140210 » ToRi ar e —— Expected Values:

>

TestResults 2019012130215
TestResults 2018010184107

SR21-ECS08_ESME

Listof Test Cases.

SR21-GCS05_GSME_GPF
SR3.1-ECST0_ESME
SR3.1-GCS07_GSME
SR3.3-CS11 GSME_GPF

SR3.3- ECS152 and ECS15¢ ESME
SR3.4-ECS16_ESME
SR3.4-GCS44_GSME
SR6.11-ECS70_ESME
SR6.15.1-CS02b_ESME
SR6.15.1-CS02b_GSME

SR 6.21 - CS02b GSME

SR 6.23- CS02b_ESME

SR 6.23-CS02b_GSME

SR 6.24.2-CS02¢ ESME

SR 6.24.2-CS02e_GPF_GSME
SR6.6- GCS23_GSME
SR6.8-ECS30_ESME

SR 6.8 - GCS25_GSME_GPF
SR81.1-6CS28_GSME

SR8.11-CCSO1_CHF

Primary Active Tarif Price Value
Currency Urit Value Curent

'Standing Charge Value Current Price Scale

Standing Charge Value Current Charge Per Unit

Tou

Tariff Block Price Matrix Tou Value Current Price Scale

rimary Active Taif Price Value Result 0

{primary Active TaifPrice Ut Resuit w

i Switching Table Curent Seasons Resul: ©

ATariff Switching Table Current Weeks Result 00

i Swithing Table Curent Dy Identifers Rt w

L <
L [ wutvinaow
B o

» 2019-01-21 14:26:27 | CLI Sent | TCP | CLI - Device Specific CLT | CLT 1

Z

» 2019-01-21 14:26:25 | {cndzP, 300, FF.

» 2019-01-21 14:26:30 |

» 2019-01-21 14:26:28 | Command Sent | TCP | SR 1.2.1 ECSO1b Set price on ESHE | Run 1

» 2019-01-21 14:26:31 | {cndzP, 300, FF.

» 2019-01-21 14:26:30 | Response Received | SR 1.2.1 ECSOLb Set price on ESHE | Run 1 | Pass

» 2019-01-21 14:26:33 |

» 2019-01-21 14:26:31 | Command Sent | TCP | SR 1.2.1 ECSO1b Set price on ESME | Run 1

» 2019-01-21 14:26:33 | Response Received | SR 1.2.1 ECSOLb Set price on ESHE | Run 1 | Pass
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GVT Tool Overview

Table 3-1 provides the quick information about all the available tools.

Table 3-1. GVT Tool Bar Details

Button Shortcuts Description Button Shortcuts Description
N F1 To connect devices - To view reports
w7 B
Ctrl + N To create new test - To view logs
case B
. Ctrl + E To edit test case Delete To delete test case
/ [ ]
Ctrl+ S To save test case Ctrl + Shift + E | To export test case
a8 B
F5 To run test case Ctrl + Shift + | | To import test case
> B
- - To stop any test case Ctrl+ P For Configuration
from execution ‘\
- To capture alerts Ctrl + Shift + P | Response/Alert Parser
A\ continuously S
- Upload to repository - Settings
- & e
- Test case repository - View user’s details
¥ -
- Test results repository _ - About SLS &
1 Gis Registration
Ctrl + Shift + C | For new console

Use-case Tool Bar

System Level Solutions
January 2019
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Setting up the GVT

Table 3-1. GVT Tool Bar Details

Button Shortcuts Description Button Shortcuts Description
- Add new run - To collapse
+ ]
Delete Delete run - Add delay

L]
Q

F9 Up - Add CLI
2N
F10 Down . Ctrl+F5 Generate command
N p
Ctrl + Shift + D | Disable security - Clear parameters
(Middle Pane) c
Alt + Shift + D | Duplicate run/test - Negative test
B case (Right Pane)
Sethng up the Before generating any test case, user needs to configure GVT for particular

test along with the details like Devices, Remote Parties, Preamble
GVT configuration and Supplementary Remote Parties information.

For configuration, click on . button available at Tool bar as shown in
Figure 3-9.

Detailed descriptions are as follows.

B Device Configuration
B Remote Party Configuration
B Preamble Configuration
B Supplementary Remote Party Configuration
12 System Level Solutions
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GVT Tool Overview

Table 3-2. Configuration Tool Bar Details

Button

Shortcuts

Description

Button

Shortcuts

Description

=+

Ctrl + N

Add Device
configuration

Ctrl+ S

To save

To export
configuration

To import configuration

Delete

To remove
configuration

Ctrl +i

Additional information

Ctrl+D

Set default
configuration

System Level Solutions

January 2019
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Setting up the GVT

Device Configuration

User can Add, Delete, Import or Export device configuration. Along with
that, user needs to provide device GUID, Type and Device Certificates. In
which, device certificates will be useful for security of Critical/Non Critical
commands. See Figure 3-10. Also, refer Table 3-2 for detailed tool
information.

Figure 3-10.Configuration

¥ Configuration X

Device | Remote Party | Preamble | SRP |

- . Device Nams
'; ? ? # ; ESME Device Name

Add Save Export Import Delete Info Device Id
GPF

70F8E71000100211 Device Id
GSME Type

ESME Device Type -
ESME

Remote Party
PPMID PIT Device Remote Party -
Y SEEEEEEE - -~ - Rl - - - e - - -~~~ - -----s-see= v

KeyAgresment Certificate

E:\Local\Desktop\csr_70F8E71000100211_DS.der

E:\Local\Desktop\csr_70F8E71000100211_KA der

Device DS/KA Certificate

14 System Level Solutions
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GVT Tool Overview

Remote Party Configuration

User can Add, Delete, Import or Export different sets of Organizations. Along
with that, user needs to configure Organization certificates, Keys and Counter
values for each Remote Party to perform test with different environments like
PIT, SIT, OCA, etc. See Figure 3-11. Also, refer Table 3-2 .

Click on the Public Certificate GUID, to view more information about
certificates.

Click on the button, to view Private Key.

Figure 3-11.Remote Party Configuration

W Configuration

Device | Remote Party | Preamble

+ B [ B!
Ad?j Sa\?e Export Import D'elele mm
ZAZ1
PIT
SIT

urIr
List of Remote
Party Set

x
Browse to load Remote Party Remote Party Remote Party
SRP ‘ RemoteParty Set Certificate PrivateKey Counter
Name
zaz1|
v v
Role Public Certificate Private Key Counter
Root DS 0000000000000000 ® 1 i
Recovery DS 90B3D51F30000001 ©® 1 i
Supplier DS 90B3D51F30010000 ® 1 1
Supplier KA 90B3D51F30010000 ©® i
SupplierP KA 90B3D51F30010000 ® 4294967296 [
NetworkOperator DS 90B3D51F30020000 ® 1 B
NetworkOperator KA 90B3D51F30020000 10 B
AccessControlBroker DS 90B3D51F30000002 ®© 1 [}
AccessControlBroker KA 90B3D51F30000002 ®© B
TransitionalCoS DS 90B3D51F30000004 ® 1 [}
WanProvider DS 90B3D51F30000007 ® 1 B
Click on GUID To View Click on eye to view
Certificate PrivateKey - -

=

Instruction to load Remote Party Set:

e Keep all the Remote Party DS/KA Certificates and Private Keys in
the ‘Remote Party Set’ folder.

e Avoid/remove “Supplier Prepayment KA” Certificate and Private
Key from the folder.

System Level Solutions
January 2019
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Setting up the GVT

WARNING

* Do not keep multiple copies of Remote Party DS/KA Certificates
and Private Keys in the folder.

e Now, click on the browse folder button to load Remote Party Set into
configuration.

Preamble Configuration

User can Add, Delete, Import or Export device Preamble Configuration.
Along with that, user can configure device specific Command, Response or
Alert Prefix/Postfix for different devices. It will automatically append for
send command to a particular device, and in the same way user will receive
the Response/Alert payload. See Figure 3-12. Refer Table 3-2 .

To set Preamble Configuration as Default, click onthe @  button.

Response Timeout will execute next command, if selected device won’t
response in mentioned time-duration. Also, if user do not set Response
Timeout, GVT will wait for the response infinite time duration. In that case,
user can stop execution, manually.

Figure 3-12.Preamble Configuration

7 Configuration

Device | Remote Party | Preamble

SRP

Add Save Export Import Delete
EDMI METER

Default

AICH SMTLITE .
Configuration

GPF SMTLITE

AICH HAN SMTLITE
AICH DSPSTUB
Default Toshiba CHF

SLS Emulator

Test Configuration Name
SLS Emulator Name

Respanse Timeout (In seconds)
240 Response Timeout

Note : Please insert all the characters including a whitespace, while configuring below prefix and postfix.

Command Prefix String Command Postfis String :
{cmdZP300FF, } '
0
Responze Prafix Responss Postfix :
{TuData,0, ¥ Length of prefix response byte :
0
Alert Prefi Alert Postfi 0
{TuData,0, 3 Length of prefix Alert byte :
0
i

Command / Response / Alert Prefix - Postfix
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GVT Tool Overview

Supplementary Remote Party Configuration

User can Add, Delete, Import, Export and set device SRP Configuration,
which is useful for SRP supported Use-cases. See Figure 3-13. Also, refer

Table 3-2 .

Figure 3-13.Supplementary Remote Party Configuration

W Configuration

‘ Device | Remote Party [ Preamble  SRP |

- SRP Name
| '; ? ? ? ? 2421 Supplier SRP Name
Add Save Export Import Delete sRPId
ZAZ1 Supplier
90B3D51F30010000 SRPId
PIT Supplier SRP Coumar
1 SRP Counter

n SRP Key Agreement Certificate

n SRP Key Agreement Key

SRP KA Certificate/Key

System Level Solutions
January 2019
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Test Case Generation

Test Case
Generation

. + .
To generate a new test case, click on the & button available at GVT Tool

Bar as shown in Figure 3-9. Also, refer Table 3-1 for detailed tool

information.

It will bring you the window as shown in Figure 3-14.

In Create New Test case, user needs to provide Title and
Description (if any) of particular Test case.

After that, user needs to select a particular Device (from configured
devices).

Based on selected device, user can select the use-case/s to perform
the test. Also, user can select multiple devices from configured
devices.

Click on the G button, to import use-cases.

User can add DELAY and manufacturer specific CLI along with
Use-cases.

User can edit or delete selected devices with available options
shown in Figure 3-14. Also, user can delete particular use-case.

User can also change the use-cases sequences by clicking on Up/
Down button available at Tool bar. See Figure 3-14.

18
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GVT Tool Overview

Figure 3-14.Create Test Case

W Create Testcase

Trle
SR 1.2.1-ECS01b ESME

TestCase Title

Description

SR1.2.1-ECSOTb SetPrice OnESME  1estCase Discription

Import
Device Usecase List
0022A3000009A48D - ESME - A48D Selection ~ Search GBCS UsecasBelay CLI e |_E/l é
v v t
s 0w NN I ENO) Hex ~ <= Command Format Add All

22A3000009A497 - ESME - ESME_Emulator

Edit
Device

SR 1.2.1- ECS01b - Set price on ESME

SR 4.11.1 - ECS24 - Read ESME Tariff Data

By clicking on the Save button, a new test case will be created and
will display on the Left Panel as shown in Figure 3-15.

Selection of particular test case will display associated Use Cases in
the middle panel. See Figure 3-15. Also, refer Table 3-1 .
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Test Case Generation

Figure 3-15. Test-Case Window

)
]
N
@
v

L]

Search I t of Test Cases I-
4 SR1.2.1-ECS01b ESME /

TestResults_20180312113250

TestResults_20180101184107

» SR2.1-ECS08_ESME
» SR2.1-GCS05_GSME_GPF
» SR3.1-ECS10_ESME
» SR3.1-GCS07_GSME
» SR3.3-CS811GSME_GPF
» SR3.3-ECS15aand ECS15¢c ESME
> SR3.4-ECS16_ESME
» SR3.4-GCS44 GSME
» SR6.11-ECS70_ESME
» SR6.15.1-CS02b_ESME
» SR6.15.1-CS02b_GSME
> SR6.21-CS02b GSME
» SR6.23-CS02b_ESME
» SR6.23-CS02b_GSME
» SR6.24.2 - CS02e ESME
» SR6.24.2 - CS02e_GPF_GSME
> SR6.6-GCS23_GSME
* SR6.8-ECS30_ESME

SR 6.8 - GCS25_GSME_GPF
» SR8.1.1-GCS28_GSME
» SR8.11-CCS01_CHF
> SR8.11-CCS02_CHF
¥ SR8.7.1-CS03A1_ESME
» SR8.7.1-CS03C_GSME
» SR8.7.2-CS03B_ESME

» SR8.7.2- CS03B_GSME_GPF

Run

+

AQ Re%\re}ange Disable':l 1 Add

Dupjicate Add Delay

Run Sequence Security

Callapse_ 1
RN - N )
SR 1.2.1-ECS01b - Set price on ESME

<> Run1
SR 4.11.1 - ECS24 - Read ESME Tariff Data
SR 1.2.1-ECS01b - Set price on ESME

SR 1.2.1- ECS01b - Set price on ESME

SR 4.11.1 - ECS24 - Read ESME Tariff Data

List of Use Cases

S — — — — — — — — — — — — — — — e
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GVT Tool Overview

e Upon selecting particular use-case, configurable fields (if any)
will display at the right panel. User can edit the use-case as per the
test requirements. See Figure 3-16.

e To validate Response with expected values, user can set Expected

Values for different fields. See Figure 3-16.

e Click on the

button, to generate command payload, manually.

Figure 3-16.Use-case/Input Parameter Window

:Target 5 0022A3000009A48D - ESME - A48D
1

1 . .

RemoteParty : Supplier

1

1

1Command format : Hex ~

1

1

: Parameters :

1

|Activation Date Time : immediate

1 =
1Special Day Entries iy

1

; Index 1
1

1 Date : 2017-11-01
1

; Identifier: 1
1

1Prepayment Credit Max Meter Balance 100000

:Prepaymem Credit Maximum Credit Threshold : 100000

1
Non Disablement Calendar
1

9 (B
Index 1
Script Ref : 32
Switch Time : 00:00:00
Exec Weekdays: 1111111
Exec Specdays: 1
Begin Date : 2017-11-01
End Date : 201711201
Index 2

Input Parameters for
Selected Usecase

System Level Solutions
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Connection

Connection To connect CHF/Meter, user needs to select a particular interface. In which,
user can choose any of the available communication medium, i.e. TCP, UDP
or Serial. See Figure 3-17.

If device have different serial connection to receive response then user can
also connect that serial connection by check in “Has Different Receiver
Port” checkbox.

At the same time user can also connect zigbee sniffer dongle.

User can also view Recent Connections and can directly connect to any of
them by double clicking on it.

=  GVT has been tested to support zigbee sniffer dongle with NXP JNS1xx
Module. For dongle related queries, please contact gvt@slscorp.com.
= ®  For TCP & UDP connection, user needs to provide IP address and Port.

B Whereas for Serial connection, user needs to provide COM Port and
Baud Rate.

®  For zigbee connection, user needs to provide COM Port and Channel.

Figure 3-17. Connection

Zigbee Sniffer Connection

CHF/Meter Connection Recent Connections

Connection ﬂ

T -5 " 1
[Ne) TP O UDP @ Seribl :Re(entConnecnoni )
E i | Interface + Serial H
- il COM Port + COM4 '
| coMpert [N T 8aud Rate : 9600 X |
' ~ v Sniffer COM Port : '
1 Baud Rate ': : Channel . :
+ [ Has Different Receiver Port ! | !
' Ha Interface : Serial H
' ! COM Port : COM21 /COM19 '
H 't T BaudRate : 115200/ 115200 X | !
aBawdRee ] L. Sniffar COM Part: |
SoIIIIIIIIIIIIIIIID ST Channel i
\Zigbee Sniffer o |
' Is require Vo Interface : TcP '
\ HEl 1P Address : 192168850 H
\Sriffer COM Port 1 T ko + 5556 I
' P Sniffer COM Port : '
\Channel L Channel H
1 1 ! L}
--------------------- i - |
' Interface + Serial ‘ 1
- - | COM Port : com21 1
—
Test C ase Upon successful connection, a workspace window will display as shown in
E t Figure 3-18.
To execute a test case, click on the »  button available at tool bar. It will
sequentially execute all the associated use-cases.
22 System Level Solutions

GVT User Guide January 2019



GVT Tool Overview

For individual use-case, payload will be generated as per GBCS using the
values, provided by user. Also, Payload will have MAC & Signature security.

This payload will be sent to the connected Device via selected interface.

Device will receive this payload and generate an appropriate Response/Alert
to send it back.

GVT will parse received ‘Response/Alert Payload’ into relevant information
and it will validate Response/Alert with GBCS specifications. Along with
that, it will also validate an Expected Values, if provided by user.

At the time of executing a test case, GVT will start capturing zigbee packets
using connected zigbee dongle until test case ends & saves captured zigbee
packets in test results folder using "pcap" file format. This pcap file can be
opened and viewed in any available Zigbee Packet analyzer tool which
supports .pcap format.

Test-case Output Log will display ongoing commands and response/alert as
shown in Figure 3-18.

After execution, Reports and Logs will be saved in test-case results and result
of individual test-cases will be displayed on the left panel. Also, associated
use-cases containing Run status will be displayed on middle panel. If run
status is passed then it will be marked with green color else red. See

Figure 3-18.
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Test Case Execution

Figure 3-18.Test Case Results

7 COM - GBCS VALIDATION TOOL
_
5 > =

ch -

B § BB

> SR111 GCS01aGSME

/ SR 1.2.1- ECS01b - Set price on ESME

- Run1

SR111 GCSO1a GSME_new

> SR111ECS01aESME

n B -
N e SR 4.11.1 - ECS24 - Read ESME Tariff Data

4 SR1.2.1-ECS01b ESME * hi

a = h
T AT T SR 1.2.1- ECS01b - Set price on ESME

TestResults_20180314110026 e

TestResults_20180314105827 4 SR1.2.1-Ecsmb- Set priogEapE

< Run1

TestResults_20180314105805

e 20160 121 s2e0 4 SR4.11.1-ECS524 - Read ESME Tariff Data

TestResults 20180101184107 elio

> sR2.1-Ecsos Esue lestCase Results Status based on Results

> SR2.1-GCS05_GSME_GPF

> SR3.1-ECS10_ESME

> SR3.1-GCS07_GSME

> SR3.3-CS11 GSME_GPF

> SR3.3-ECS15aand ECS15¢ ESMI
> SR3.4-ECS16_ESME

> SR3.4-GCS44_GSME

> SR6.11-ECS70_ESME

o™

po 3
Target:
RemoteParty

Parameters :

Activate Next Date Time

0100010203040506 - ESME - ESME Meter

Supplier

Tariff Block Price MatrixTOU Price Scale 5

Tariff Block Price MatrixTOU

Index: 0
Charge Per Unit :

Index

Charge Per Unit
Index A2

Charge Per Unit: 5000

TestCase Output Log

Inde; B

Console

» 2018-83-14 11:61:29

» 2018-03-14 11:01:30

» 2018-03-14 11:01:3¢

» 2018-63-14 11:61:38

B watcher Logs
| Response Received | SR 1.2.1 ECS@1b Set price on ESME | Run 1 | Fail

| Processcacs

| Command Sent | Serial | SR 4.11.1 ECS24 Read ESME Tariff Data | Run 1

| 04171

view its Report.

Select previously executed Test-case and click on the = button, to

B Select previously executed Test-case and click on the & button, to
view its Logs.

m  User can also run previously executed test-cases without any changes in
a parameters.
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Log & Console

User can view ongoing test case commands and response/alert at log

section as shown in Figure 3-19.

Figure 3-19.Log Section

B Logs

I Output Window

/

| % 2018-93-12 11:32:50 | Starting...
» 2018-93-12 11:32:56 | Configuring...
» 2018-03-12 11:32:53 | {cmdZP,300,FF B1 'OF SE71000100211000200) 1000013
» 2818-63-12 11:32:53 | Command Sent | TCP | SR 1.2.1 ECSB1b Set price on ESME | Run 1
» 2018-03-12 11:32:57 | DI 100616021 126C 1002C 11
» 2018-83-12 11:32:57 | Response Received | SR 1.2.1 ECS@1b Set price on ESME | Run 1 | Pass
» 2018-93-12 11:32:56 | {cmdzP,300,FF 17511 0876F5E7100010621 01

Also, user can view connected device logs at console section as shown in

Figure 3-20.

Using command bar, user can send device specific commands to connected
device and can view ongoing logs in a Console section.

Figure 3-20.Console Section

Console

B Logs

[2018/62/26 13:
[2018/62/26
[2018/62/26
[2018/62/26
[2018/62/26
[2018/62/26
[2018/62/26
[2018/62/26
[2018/62/26
[2018/62/26
[2018/62/26
[2018/62/26
[2018/62/26
[2018/62/26
[2018/62/26
[2018/62/26

@x 8x0 0xDB Ox® BxB Bx BuAl
44:551[

Ho:
Ho:

@ ox13
RPHSECURITY_Service.
RPHSECLRITY_Service.
RPHSECLRITY_Service.
RPHSECURITY Service.
RPHSECURITY Service.
RPMSECURITY Service.
RPHMSECURITY Service.
RPMSECURITY service.
RPHSECURITY Service.
RPHSECLRITY Service.
RPHSECURITY Service.
RPHSECURITY_Service.
RPHSECLRITY_Service.

SSAGE_service.
stApp_Communication.
stApp_Communication.

][ 427]: secRole - 103

gcm_free.
atalithexll.
Beore result.

rpmsecurity_GetSharedSecret] :: ..
rpmsecurity_GetTrustAnchorInfo]
rpmsecurity_SharedSecretFromCel1ID 3
rpmsecurity_GetSharedSecret] :: .2
rpmsecurity_GetSharedSecret] :
rpmsecurity_GetSharedSecret,result = @
rpmsecurity_CresteOtherinfo
rpmsecurity_DeriveKey

gom_init. result = @

MESSAGE_ConstructMessage]: result =
fter construct length = 881, result
@m[@m Sending Response [6m

21
ESME.

.8

>

[2018/62/26 HostApp_Communication.c][9311]: Length = 1762
Sending response to App : 1: 00916021 160010
[2018/62/26 13:44:55][  HostApp_Communi n.c][9321]: Data len to send on message queue : 1773
[2018/62/26 13:44:551[  HostApp_Communication.c][7658]: Complete parsing
43035D208C662,2}{Tubat 1 7100010021 1ege10
09010 10¢ 160 105 11:
29011 111 18 110 1E 11F: 1
Command
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Test Case Execution

Test Case Execution through Command Line

To execute Testcase from the command line following CLI commands should
be followed.

= Following CLI commands need to be followed during CLI execution.

Open Command Prompt from path where GVT.exe exists.
B For Serial Connection

e GVT.exe -p <password> Serial <Com Port> <Baud Rate> [-rc
<Com Port> <Baud Rate>] -tc <TestCase Path> [-ds] [-zb <Com
Port> <Channel>]

e GVT.exe -p "xyz" Serial COM1 9600 -rc COM9 9600 -tc
"DAGVT\GVT.xml"

B For TCP Connection

*  GVT.exe -p <password> TCP <IP Address> <Port> -tc <TestCase
Path> [-ds] [-zb <Com Port> <Channel>]

e GVT.exe -p "xyz" TCP 127.0.0.1 5555 -t¢ "D:\GVT\GVT.xml"
B For UDP Connection

e GVT.exe -p <password> UDP <IP Address> <Port> -tc <TestCase
Path> [-ds] [-zb <Com Port> <Channel>]

e GVT.exe -p "xyz" UDP 127.0.0.1 4059 -tc "D:\GVT\GVT.xml"
[1: Optional field - do not use bracket
[-ds]: Disable Security

[-zb <Com Port> <Channel>|: Use for zigbee sniffer
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GVT Tool Overview

Figure 3-21.Test Case Execution through Command Line

Baud Rate

GVTexe password

COM Port Testcase XML Path

@ Administratdr: Command Prompt l l l = H X

[C:\Users>GUT .exe —p “xyz'" COM? 9688 "C:\Users\GUT\TestCases\Testcase.xml"

: 9x01006162036|

ITCH Device GVT tool has the ability to generate GBCS commands in Hex/Base64/.bin
format directly, which can be sent to the ITCH device directly from GVT as
per the configuration shown in Figure 3-22.
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ITCH Device

Figure 3-22.ITCH Device Workspace

7 192.150.955556 - GBCS Validation Tool

TE@ /s8>

SR1.2:1-ECSOIb ESME

SR 2.1~ ECS08_ESME

TestResuts 20180102172327

SR2.1-GCS05_GSME GPF

SR3.1-ECST0_ESME

SR3.1-GCS07_GSME

SR3.3-CS11 GSME GPF

SR3.4-ECST6_ESME

SR3.4-GCS44_GSME

SR6.11- ECS70_ESME

SR 6.15.1 - CS02b_ESME

SR6.15.1- CS02b_ GSME

SR 6.21-CS02b GSME.

SR 623 -CS02b_ESME

SR 6.23- C02b_GSME

SR 6.24.2- CS020 ESME

SR 6.24.2- CS02e_GPF.GSME

SR 6.6-GCS23 GSME

SR 6.8~ ECS30_ESME

SR 6.8~ GCS25.GSME GPF

SR8.1.1-GCS28_GSME

SR8.11-COS01_CHF

SR8.11 - COST2_CHF

SR87.1-CS03A1_ESME

SR8.7.1-CS03C_GSME

> SRE7.2-CS03B.ESME
> SRA72-CS03.GSME.GPF
5 SRas1-CsoacEsME

SR3.3-ECS15a and ECS150 ESME

LI N

+ By 20 X060

oL -Device Specific cLI

SR 1.6~ ECS03 - Set ESME Payment Mode to Prep:

oeLAY

SR 6.2:3 - E0526] - Read ESME Configuration Data

SR 2.1~ ECS08 - Update Prepayment Configuration

> a1

DELAY

SR 4.13 - ECS263 - Read ESME Configuration Data

7 c
Targer 002245000009A480 - ESME - AdSD -
Remateparty supplr -

Command format iy

Hex 4——————— Command Format
Parameters.
Bases
Activation DateTi immediate
Special ay Entries +m
index: 1
Date: 20171101
denifier: 1
Prepayment Cracit Max Meter Balance 100000

Prepayment Credit Maximum Credit Threshold 100000

IHE P R2E

Non Distlement Caendar + .
ndex '
soptrer: 32
SwtnTme: 000000
Exec Weskdays: 1111171
Exec Specdeys: 1
Segnoate: 20171101
ex
e 2o7zan
I Format
ndex 2 Basess
— Format
soptrer: 3 Binary
Format
SwtcnTme: 000000
B togs [5] console | 5] Watcher Logs.
» 20150121 15120030 |
» 2019-01-21 15120133 |
»asorn e |V 1 B o0 e x W [

GVT receives response from ITCH and automatically convert it into Hex and
parse it as per the GBCS template and generate comprehensive test report.

In-built CLI commands are also available as shown in Figure 3-23.
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Figure 3-23.CLI Command Support

W Create Testcase

tle

CLI Commands

Description
CLI Commands

ITCH-WNC ~  Search GBCS Usecase - |_|T_/, B
P N R N ENON I =
ITCH-WNC plugin events-server add :

plugin messaging-server time

plugin messaging-server confirm

plugin messaging-server importance
plugin messaging-server transmissicn
plugin messaging-server message

plugin messaging-server

plugin calendar-common set-seasons-info
plugin calendar-commen set-week-prof-info

plugin calend: nmon set-day-prof-inf

plugin calendar-commen add-cal-info

System Level Solutions
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Test Report

Test Report

generated as shown in Figure 3-24.

Upon execution of all the test-cases, a comprehensive Test Report will be

It has all the details about passed/failed use-cases and it will also provide
detailed logs containing Parsed Response received from the Device.

(IS

Green/Red row color indicates passed/failed use-case information.

Figure 3-24.Test Report

v
v GBCS Validation Tool

Test Statistics
Test case Title Default ESME
GVT Version 1310

Executed By SLSCORP\Viral Thakkar 384

Overall status Fail

Security Enabled

Test Execution Log

Defauft ESME
[1] SR 6.11 ECS70 Set Clock on ESME [ ESME |

[2] SR 3.3 ECS15a Clear ESME Event Log [ ESME |

3] SR 3.4 ECS16 Write Supplier Contact Details on ESME [ ESME ]

[4] SR 9.1 ECS50 Send CIN to ESME [ ESME |

5] SR 6.20.1 ECS39a Set MPAN Value on the ESME [ ESME |

[6] SR 6.2.7 ECS40 Read MPAN Value on the ESME [ ESME |

[7] SR 3.5 ECS14 Disable Privacy PIN Protection on ESME [ ESME |

8] SR 11.2 ECS52 Read ESME/Comms Hub Firmware Version [ ESME |

9] SR 6.22 ECS25a Set Alert Behaviours-ESME-Supplier [ ESME |

TestResults 20190121

Start Time
End Time
Elapsed
Total

Pass/Fail

195440

2019-01-21 19:54:52 +05:30
2019-01-21 20:38 46 +05:30
00.00:43:53

250

24010

Al

1 -

(sis:

Pass | Fail

[ Critical |
[ Non Critical |
[ Non Critical |
[ Non Critical |
[ Non Critical |
[ Non Critical |
[ Non Critical |
[ Non Critical |

[Non Critical]
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To view particular use-case in detail, click on the individual use-case. It will
display the detailed information as shown in Figure 3-25.

It includes Command Payload, Received Response Payload and Response
Parsed fields.

Figure 3-25.Detailed View of Individual Use-cases

v TestResults_20190121195440 -

[8] SR 11.2 ECS52 Read ESME/Comms Hub Firmware Version [ ESME ] [Non Critical] A

Run 1| Pass 00:00:03.387
Input
Command Execution  2019-01-21 19:55:33.237 +05:30
Start
Command Execution  2019-01-21 19:55:36.624 +05:30
End
Command DD 00 00 00 00 00 00 47 11 00 00 00 00 DF 09 01 00 00 0000 00 00 00 8B 08 90 B3 D5 1F 30 01 00 00 08 70 F2 E7 10 00 10 02 4F 00 0200 59 13D9 20 00 00 2B 00 01 01 00 01 00 00 00 02 01 FF 02 01 00 00
16 A7 DC 4B 32 06 58 9A 75 3B AF 99
Response DD 00 00 00 00 00 00 45 11 00 00 00 00 DF 09 02 00 00 0000 00 00 00 8B 08 70 F E7 10 00 10 02 4F 02 90 B3 D5 1F 30 01 00 00 00 02 00 59 11 DA 20 00 00 8B 00 00 01 09 04 0A 01 0102 01 01 00 00 94
FA 21 D8 E1 DA 96 B3 8D F6 6A AD
Parsing MAC Header DD 00 00 00 00 00 00 45 11 00 00 00 00
‘Grouping Header DF 09 02 00 00 00 00 00 00 00 8B 08 70 F8 E7 10 00 10 02 4F 08 90 B3 D5 1F 30 01 00 00 00 02 00 59 11
CRA 2
Originator Counter 00 00 00 00 00 00 00 8B
Business Originator ID 70 F8ET7 1000 10 02 4F
Business Target ID 90 B3 D5 1F 30 01 00 00
Date NA
Message Code 0059
Supplementary Info NA
Length 7
Payload DA 20 00 00 8B 00 00 01 09 04 0A 01 01 02 01 01 00
Parsed Parameters Tag 0xDA
Configuration 020
Invoke ID 0x00008B
Datetime 0x00
Access Request Specification 0x00
Number Of Entries 0x01
Data Type 0x09
Length 0x04
Firmware Version Value 0x0A010102
Number Of Entries 0x01
Access Response Get 0x01
Firmware Version Result 0x00
Success True
MAC 94 FA 21 D8 E1 DA 96 B3 8D F6 6A A0 v
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Console Window

Console Window

&I

To capture Logs from any device which is under test, click on the
button. It will display a window as shown in Figure 3-26.

To connect a device, user needs to provide TCP/Serial interface information.

Figure 3-26. Connect Device with Console

WV Console — m] x

® CHF/Meter (Local : Serial) O CHF/Meter (Local : TCP)

COM Port ~ Baud Rate - -

To save Logs into text file, user needs to select the check-box option before
connecting a device. It can be useful for future purpose.

After successful connection, user can view device Logs as shown in
Figure 3-27. Using command bar, user can execute device specific commands
with connected device.

If Console Window is connected during the Test Case Execution, then this
logs will also save in Test Case Results.

Figure 3-27.Console Window

W' COM9 - 9600 - Console

oM9

Cs rt /1P add C rt bauds 1P addr t =,
I ST

cefBd@a8,291ba389,GBCS  ,Processing messag

lcef8dBa,274b8423,GBCS  ,Verifying MAC for

ScefBd@ag, 33947c01,6B(S  ,MAC verification
ce£8dB29,344c5e3f,MSG Processing remote

cefBdBaa, 40530883, GBCSRESP, [

icef8dBa8, 24780377, Console ,Command : $ProcessGBCS 71 76890B3051F 34 1 1F 1309:
ice8dBa8, 2795450, MSG ,MessageHandler message addition
(cefBd@a8, 28373127, M56 ,Message Handler Task got Message from WAN OR HAN Log

e.
lcef8da8,2c38722d,GBCS  ,Req Msglode: @x8859 For UseCase : ECSS2 SR: 11.2
icef8dBa9,2d38b691,DEBUG  ,For device ESME, Role ACB Originator ID : @x98b3d51f30800002, Target ID : @x0100610203948506, validated for message code @xP@53 - RBAC validation pass

cef8dB29,35447681,GB(S  ,Started processing message.

lcef8d8a9,361ed787,G8CS  ,Processing dlms message

lcef8daa,39281¢7b,0LMS  ,DLMS Pracess Successful

lcefBdaa,3de3aa9,DEBUG  ,addFutureDatedCommand default. Command is not future dated.
lce£BdBaa, 3ed7€887,MSG ,GBCS Response received

icefBd@aa,3F731569,GBCS  ,GBCS Resp Msg code : 0%@859

message.

passed.
party message.content of the message is

lcefBd@b2,93b667b7,G8CS  ,Processing messag

lcef8d@b2,978004F,GBCS  ,Verifying MAC for

ScefBddb3,9badBbab,GBCS  ,MAC verification
(cef8d@b3,9c46873,M5G JProcessing remote

ce£B8dBb4,a8d9bdds5 , GBCSRESP, [

icef8d@b2,8ebf100f, Console ,Command : $ProcessGBCS 1 1 1 1F
lcefB8d@b2,91d28b79, MSG ,MessageHandler message addition

lcefB8d@b2,92d9919,MSG ,Message Handler Task got Message from WAN OR HAN

e.

lcefB8d@b2,9455868f,GBCS  ,Req Msglode: @x8859 For UseCase : ECSS52 SR: 11.2

icef8d@b2,956d3937,DEBUG  ,For device ESME, Role ACB Originator ID : @x98b3d51f30000002, Target ID : @x91080810203040506, validated for message code @xB@53 - RBAC validation pass

lcef8d@b3,9d768dcb,GBCS  ,Started processing message.

cef8dPb3,9e58123,GBCS  ,Processing dlms message

cef8dPb3,a19815ad,0LMS  ,DLMS Process Successful

icef8d0b4,2613a73d,DEBUG  , addFutureDatedCommand default. Command is not future dated.
(ceF8dBb4,a71b4b75,H5G ,GBCS Response received

lcef8d0b4,a7b39211,6BCS  ,GBCS Resp Msg code : x0059

1 76801000 1 1

00000170000010904FF £F-
1309

message.

passed.
party message.content of the message is

76801008 1f: 1 1

00000170000010904Ff £f-

'y

~ Command
> command
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GVT Tool Overview

Parser Window

WARNING

To generate Parsed information of any Response/Alert, click on the s
button. It will display a parser window as shown in Figure 3-28.

Now, enter the Response/Alert Payload (Hex format) information and click
on the Parse button.

GVT will parse & decode the Payload as per GBCS format and it will display
an in-detailed parsed information as shown in Figure 3-28.

Parser will not parse encrypted responses.

Figure 3-28. Parser to Response/Alert Parser
v Parser - oIEl

Please enter Response / Alert here : Response [ Alert

DD @0 0@ @2 0@ 90 00 45 11 0 90 90 00 DF 09 @2 09 90 0@ 00 00 @0 00 FS 08 70 F8 E7 10 00 10 02 74 08 00 00 DB 00 00
90 AB 13 00 62 00 59 11 DA 20 00 @0 FS 00 00 01 @9 84 DA 01 00 04 01 01 09 00 95 FB 63 1E E@ DI AS 7A 36 BO B9 8B

Parsed Response / Alert : Parsed response

MAC Header : DD @2 @0 00 80 ©0 @2 45 11 80 00 @2 20
Grouping Header : DF 09 02 00 60 00 00 00 00 00 F& 08 70 F8 E7 10 00 10 02 74 08 00 00 DB 60 00 00 A 13 00 02 00 59
1
CRA : 2
Originator Counter : 00 00 00 00 0 00 00 F8
Business Originator ID : 70 F8 E7 10 00 10 02 74
Business Target ID : 60 00 DB 00 60 60 A 13
Date : NA
Message Code : 0859
Supplementary Info : NA
Length : 17
Payload : DA 20 00 0@ F§ @0 00 @1 09 ©4 @A 01 @0 04 01 61 00
Parsed Parameters :

Tag : DA

Configuration : 20

InvokeID : @20OFS

Datetime : 00

Access Request Specification : 00

Number Of Entries : 01

Data Type : @9

Length : 04

Firmuare Version Value : 24010004

Number Of Entries : @1

Access Response Get : 81

Firmiare Version Result : 90

Success : True
MAC : 95 FB 63 1E E@ D9 AS 7A 36 B@ B9 3B

System Level Solutions
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Repository

Repository Using Repository, user can upload, download and view Configured
Test-cases & Test Results to a particular location. It can be useful to multiple
users for different test scenarios and can help them to reduce their test-time.

Upload to Repository

To upload any test-case or test result to Repository, click on the * button.

It will display a window as shown in Figure 3-29. User needs to enter a valid
Repository Path and Upload Name.

To select mentioned path as default, user can select check-box option.

Figure 3-29. Upload to Repository

v Upload to Repository
Repository Path
\\192.168.0.1\Intercom\GVTShared\Results Repository path
Uplaad As (Name)
Release_Tes{ Upload As (Name)

Use this as the default repository path and do not ask again
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GVT Tool Overview

Test Case Repository

To download any test-case from Repository, click on the
display a Test Case Repository window as shown in Figure 3-30.

s button. It will

Browse/Paste Repository path and click on the Load button. It will fetch all
the available test-cases as shown in Figure 3-30.

User can search particular Test-case by entering test-case details at Search

option.

Double Click on the test-case to download it from repository.

Figure 3-30.Test Case Repository

v

Testcase Repository

- o N

Testcase Repository Path

B \\192.168.0. ‘\\\mer:om\GVTShared\Reﬁuhﬂ

Testcase Repository path

[ Use this as the default and do not ask again

Search Testcase

Search Testcase

Testcase Name

SR 111 GCS01a GSME_20180208181945

SR111ECS01a ESME_20180208182010

SR 2.1 - ECS08_ESME_20180208181936

SR 3.1 - GCS07_GSME_20180208182818

SR 3.3 - CS11 GSME_GPF_20180208181902

SR 6.11 - ECS70_ESME_20180208181829

SR 6.15.1 - CS02b_ESME_20180208181821

SR 8.11 - CCS01_CHF_20180208181807

SR 8.7.2 - CS03B_GSME_GPF_20180208182026

&

Created By

User1

Userl

User2

User2

User1

User2

User1

User2

User2

Date Created

2018-02-08 06:02:22

2018-02-08 06:02:35

2018-02-08 06:04:58

2018-02-08 06:06:26

2018-02-08 06:04:41

2018-02-08 06:04:16

2018-02-08 06:06:39

2018-02-08 06:02:57

2018-02-08 06:03:21

Modified By

User1

User1

User2

Date Modified

2018-02-08 06:19:45

'2018-02-08 06:20:10

2018-02-08 06:19:36

2018-02-08 06:28:18

2018-02-08 06:19:02

2018-02-08 06:18:29

2018-02-08 06:18:21

2018-02-08 06:18:06

2018-02-08 06:20:26
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Repository

Test Results Repository

To view any test results from Repository, click on the L button. It will
display a Test Result Repository window as shown in Figure 3-31.

Browse/Paste Repository path and click on the Load button. It will fetch all
the available test results as shown in Figure 3-31.

User can search particular Test Result by entering test-case details at Search

option.

Click on the = button, to view Test Report.

Click on the B button, to view Test Logs.

= Green/Red row color indicates passed/failed test-cases.

Figure 3-31.Test Results Repository

v

Test Results Reposhiory Path

\\192.168.0.1\Intercom\GVTShared\Results|

Test Results Repository

Test Results Repository path

Use this as the default and do not ask again

Search Testcase Search Testcase

Y |

Testcase Name

SR 111 GCS01a GSME_20180208181945
SR 111ECS01a ESME_20180208182010
SR 2.1 - ECS08_ESME_20180208181936

SR 3.1 - GCS07_GSME_20180208182818
SR 8.3-C811 GSME_GPF_20180208181902
SR 6.11 - ECS70_ESME_20180208181829
SR 6.15.1 - CS02b_ESME_20180208181821
SR 8.11 - CCS01_CHF_20180208181807

SR 8.7.2 - CS03B_GSME_GPF_20180208182026

Created By
User1
Userl
User2
User2
User1
User2
User1
User2

User2

Date Created

2018-02-08 06:02:22

2018-02-08 06:02:35

2018-02-08 06:04:58

2018-02-08 06:06:26

2018-02-08 06:04:41

2018-02-08 06:04:16

2018-02-08 06:06:39

2018-02-08 06:02:57

2018-02-08 06:03:21

Modified By
Userl
Userl
User2
User2
Userl
User2
Userl
User2

User2

Last Date Modified

2018-02-08 06:19:45

2018-02-08 06:20:10

2018-02-08 06:19:36

2018-02-08 06:28:18

2018-02-08 06:19:02

2018-02-08 06:18:29

2018-02-08 06:18:21

2018-02-08 06:18:06

2018-02-08 06:20:26
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GVT Tool Overview

Watcher

To start watcher, click on S button. It will capture alert continuously on
connected interface. Watcher Output Log will display captured alert as shown
in Figure 3-32.

Figure 3-32.Watcher Output Log

7 192.150.955556 - GBCS Vldation Tool

=@

SR3.4-0CS44_0SME
SR 6.11-ECS70_ESME
SR6.15.1-CS02b_ESME
SR6.15.1 - CS02b_OSME
5R6.21-C502b GSME
5R6.23-C502b_ESME
SR 6.23-C502b_OSME
SR6.242- CS02e ESME
5R6.24.2- CS02_GPF_GSME

SR 6.6-GCS23.GSME

SR 6.8~ ECS30_ESME

SR 6.8-GCS25_GSME GPF

SR8.1.1-GCS28_GSME

SR8.11- COS01_CHF

SR8.11- CoS02_CHE

SR8.7.1-CS03A1_ESME

SR8.7.1-CS03C_GSME

SR8.7.2-CS038_ESME

SR 8.7.2-CS038_GSME GPF

SR8.8.1 - CSO4AC ESME

SR8.81-CSDAAC GSME

SR8.8.2-CSO4B GSME_GPF

SR 8.8.2-CSO4b_ESME

WatcherReports

WatcharReports_20190123105313
. 20190123108305
2019023105216

WatcherReports_20190122173210

WatcherReports 2019012217129

BB

Watcher Results

- o x

QL IBHERDHR2GES

Watcher Output Log

B Logs | [ console [ watcher Logs
» 2019-01-23 10:53:13 | Configuring vatcher.

uration | ts_emulator
» 2015-01-23 10:53:13 | Matcher started...

» 20190123 1053127

» 2019-01-23 10:53:26 | v

ing listcher Repart

» 2019-01-23 10:52:26 | Report saved | Watcherfegorts_20150123105313

To stop watcher, click on same button again. After stop watcher, Reports and
Logs will be saved in WatcherReports. Individual WatcherReports will be
displayed on the left panel as shown in Figure 3-32.

Watcher will be pause while regression is running and resume after regression
finishes.
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ISO 9001:2008 CERTIFIED

4. Advantages of GVT

10.

11.

12.

13.

14.

User friendly and intuitive Ul which makes it easy for novice testers to
understand and operate the tool without spending more learning time.

Option to configure multiple sets of Remote Party Certificates and use
any of them while generating a Test Case.

It supports to test multiple Device types like ESME, GSME, PPMID
and HCALCS.

Options to test multiple combination of devices like CHF + Meter, Only
CHEF, Only Meter, etc.

Multi-connection interfaces are supported for different versions of CHs
and Meters.

Ready-made Scenarios can be provided where combination of Set/Get
commands are bunched together.

Scheduling of Regression Test can be added.

GVT can be install and configure with any Windows supported
machines.

Backward compatible to perform test with previous GBCS specific
versions.

This tool can also be used by Meter manufacturers during their
development phase to validate their GBCS implementation without
having HAN communication ready.

We can execute Regression tests on ESME and GSME simultaneously
if they are connected to same CH. Two different CHs are not required.

Using “Disable Security” feature, user can test GBCS implementation
on SME devices without validating their security (MACS/Signatures).

Using “Negative Test” feature, user can test negative scenarios, where
intentionally we send incorrect command and expect specific Alert in
response.

An easy to understand Report makes it easy to identify the issue in case
of Test Case fails.

System Level Solutions
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Advantages of GVT

15. User inputs for the variable parameters are validated, which reduces the
chances of manual error.

16. Logs from any device under test can be captured and saved in text files
which can be used for future purpose.

System Level Solutions 39
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gi:s 5. Glossary

System Level Solutions
Designing Through Innovation
ISO 9001:2008 CERTIFIED

Acronym Description
ACB Access Control Broker
CHF Communications Hub Function
GBCS Great Britain Companion Specification
ESME Electricity Smart Metering Equipment
GSME Gas Smart Metering Equipment
SMIP Smart Metering Implementation Programme
TCH Test Communications Hub
ITCH Instrumented Test Communications Hub
System Level Solutions 40
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